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Abstract
Encryption and compression are both very important in transferring data. If either encryption
or compression are implemented incorrectly, it could cause many problems for the user (e.g. corrupted
file). Encryption is a process of encoding information that disallows parties not authorized to read it,
making sure that the data is secured, protected and transferred safely. Compression of data is the
encoding of information using fewer bits than the original representation, resulting in a smaller overall
file size. Therefore, successful and effective compression leads to a faster data transmission time. The
combination of encryption and compression will maximise security and minimize transfer times. This
essay investigates the question: “To what extent does the order of various encryption and
compression algorithms affect data transmission times?”
To be able to approach this question, I researched a wide range of encryption and compression
algorithms. Many research essays by universities and works online that I found described and explained
how the algorithm works. From this, I chose 3 encryption algorithms and 3 compression algorithms to
investigate. The code for these algorithms were researched online and used with necessary changes
made. Every combination was tested, using an image file to be encrypted and compressed. After this
process, the image file size was recorded and the transfer time was calculated using an online tool. I
was able to investigate which combination produced the fastest transmission time by plotting the data
into a table and analysing the data.
This was thoroughly analysed and I found that when encryption was performed first, it lead to
a more inefficient compression process, due to being unable to find unnecessary/duplicated data.
Performing compression before encryption results in: duplicated data being discarded, greater reduction
in the file size and ultimately a faster transmission time, whilst a high level of security is maintained.
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1. Introduction
I decided to choose and investigate encryption and compression for this Computer Science
Extended Essay. Compression is a field that I have explored briefly before and encryption is a topic I
have been interested in, but not studied. Compression is a technique that is very important in quickly
transferring files over a network because it shortens the time it takes to transfer the file over a network.
All compression algorithms finds and removes irrelevant information from the file, decreasing the file
size. Encryption is another important technique that maintains high security levels for the user,
preventing the file from being stolen and safely hides confidential information. All encryption
algorithms alter the information of the original file, preventing other users from being able to access the
original file because the computer will be unable to decode it properly. The computer will need a key
to be able to decode the information back to its original state. Even though compression provides small
security measures, the combination of the two will allow data to be transferred safely and quickly.
When I was researching these two fields, I found that compression and encryption was often
combined together when sending data across a network. However, it was unclear whether if people
performed compression first or if they performed encryption first. This is a topic that has not been
tackled and thoroughly looked into. Thus, this research based project is ideal in allowing me to broaden
my knowledge in these two fields and to find out which order of compression and encryption is better,
leading to my research question: “To what extent does the order of various encryption and
compression algorithms affect data transmission times?”
I thought it would be ideal to compare and analyse specific algorithms, and decided to look at
three encryption algorithms, including: digital signatures1, chaotic image encryption2 and colour image
encryption (double random phase encoding)3; and three lossless compression algorithms, including:
Lempel–Ziv–Welch (LZ77/LZ78)4, Shannon-Fano coding5 and Huffman coding6.
I propose the following hypothesis: performing compression before encryption will result in a larger
decrease in the file size and this will ultimately lead to a faster transmission time. Encrypting the data

Youdzone.com, (1999). What is a Digital Signature?. [online] Available at:
http://www.youdzone.com/signature.html [Accessed 21 Jan. 2016].
2 A Fast Image Encryption Scheme based on Chaotic Standard Map. (2006). 1st ed. [ebook] Kowloon Tong: City
University of Hong Kong. Available at: http://arxiv.org/ftp/cs/papers/0609/0609158.pdf [Accessed 12 Sep. 2015].
3 Ayman Alfalou, Ali Mansour, (2009). A new double random phase encryption scheme to multiplex and simultaneous
encode multiple images. Applied optics, Optical Society of America, 48 (31), pp.5933-5947. [Accessed 12 Sep. 2015].
4 Cs.stanford.edu, (2000). Lossless Data Compression: LZ78. [online] Available at:
http://cs.stanford.edu/people/eroberts/courses/soco/projects/2000-01/datacompression/lossless/lz78/concept.htm [Accessed 21 Jan. 2016].
5 Cs.cf.ac.uk, (2001). The Shannon-Fano Algorithm. [online] Available at:
https://www.cs.cf.ac.uk/Dave/Multimedia/node209.html [Accessed 19 Jan. 2016].
6 Cs.cf.ac.uk, (2001). Huffman Coding. [online] Available at:
https://www.cs.cf.ac.uk/Dave/Multimedia/node210.html [Accessed 17 Jan. 2016].
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before compression will mean that there will be irrelevant information kept within the encrypted data.
Performing compression afterwards mean that the irrelevant information within the data will not be
deleted. It will still be able to compress the data but it will not be as effective as compressing the data
before encrypting it. I will be testing it by doing tests with different combinations of encryption and
compression. After testing and gathering data from this, I will be analysing the data and will be finding
out whether my hypothesis is true.
This makes me fascinated on how order and variances, excluding the file itself, are the two
main factors that affect how quickly that file is transferred across a network. This essay attempts to find
which order in which compression and encryption should be performed in order to produce the fastest
transmission time.

2. Encryption
Encryption is a process of encoding information that disallows parties not authorized to read it.
If the information wants to be read, it must be decrypted (Decryption being the opposite process to
Encryption). 7 The three encryption algorithms being explored here are: DSA (Digital Signature
Algorithm), Chaotic Image encryption and Double Random Phase Encoding.
2.1 Digital Signature Algorithm

The Digital Signature Algorithm (DSA) was proposed in August 1991 by the National Institute
of Standards and Technology (NIST) and is a United States Federal Government standard for digital
signatures.8 A digital signature is a digital code that authenticates a transmitted electronic document.9
This is the equivalent to a handwritten signature. DSA has two parts in how this algorithm works. The
first part involves public and private key generation. This followed by the second part involving
signature generation and verification.
Firstly, a public key and private key are generated. The public key is available to everyone and
the private key is only accessible to one user. Both the public key and the private key can encrypt
information. However, only the private key can be used to decrypt the data back to its original

Teach-ict.com, (2009). Teach ICT What is Encryption. [online] Available at: http://www.teachict.com/technology_explained/encryption/encryption.html [Accessed 11 Sep. 2015].
8
Nist.gov, (2010). history timeline. [online] Available at: http://www.nist.gov/itl/history-timeline.cfm [Accessed 20
Jan. 2016].
9 HowStuffWorks, (2008). What is a digital signature?. [online] Available at:
http://computer.howstuffworks.com/digital-signature.htm [Accessed 26 Jan. 2016].
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information. With appropriate software and a private key, digital signatures can be put onto data such
as documents and images.
In order to generate a signature, a processed called hashing is used. Hashing is a technique that
breaks down the original message into a shorter message, called a message digest. A message digest is
a message that only contains a string of digits.10 After changing the original data into a message digest,
it cannot be changed back. Using the appropriate software, the software uses the private key generated
previously to encrypt the message digest. This in turn produces a digital signature. The software then
takes this digital signature and appends it to the original data that was not hashed. As a result, the user
has data that has been signed and was hashed.
The signed data can be sent across a network to another user (e.g. User B). Using the public
key and the appropriate software, the signature can be decrypted and changed back into a message
digest. User B can then use the appropriate software to use the hashing method, breaking down the data
into a message digest. If the message digest produced using the hashing technique is the same as the
message digest produced from decrypting the digital signature, then User B knows that the data has not
been altered over the network and was sent from the original user.11

2.2 Chaotic Image Encryption Algorithm

The Chaotic Image Encryption Algorithm is a derivation of many generations of different
algorithms and standards introduced in the past. An example of this is the Data Encryption Standard
cipher (DES)12, which is no longer used. DES is an encryption method that uses the same private key
in order to encrypt and decrypt data. This could be applied by just adding a letter to the end of a
particular text.13
Chaotic image encryption utilises properties called confusion properties and diffusion
properties, in which DES had good confusion and diffusion properties. A confusion property measures
how complex the relationship between the key and data is. A more complex relationship means there is
more confusion. A diffusion property measures the change in the output of data when changing the

Docs.oracle.com, (2016). MessageDigest (Java Platform SE 7 ). [online] Available at:
https://docs.oracle.com/javase/7/docs/api/java/security/MessageDigest.html [Accessed 21 Jan. 2016].
11 Youdzone.com, (1999). What is a Digital Signature?. [online] Available at:
http://www.youdzone.com/signature.html [Accessed 21 Jan. 2016].
12 SearchSecurity, (2014). What is Data Encryption Standard (DES)? - Definition from WhatIs.com. [online] Available
at: http://searchsecurity.techtarget.com/definition/Data-Encryption-Standard [Accessed 12 Sep. 2015].
13 Support.microsoft.com, (2015). [online] Available at: https://support.microsoft.com/en-us/kb/246071 [Accessed
21 Jan. 2016].
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input data, seeing how much the data outputted depends on the data inputted.14 If the word “diffusion”
was inputted, it may output “btfdaweon”. If the word “aiffusion” was inputted, it may output
“klmgmoipo”. By changing one letter from the word inputted, it produced a completely different output.
In this case, this is good diffusion and the opposite would be true.
Such chaos-based image encryptions consist of the same properties, but also utilize an
additional property, called chaotic maps. Chaotic maps which are maps that has chaotic behaviour,
which is behaviour that is unpredictable (chaos theory).15 The algorithm explored here is one proposed
by Jessica Fridrich, often referred to the CFOP method.16
The CFOP encryption scheme consists of two processes: chaotic confusion and pixel diffusion.
The pixel diffusion is the process of arranging the pixels in an order or sequence using a 2D chaotic
map. It then modifies each pixel’s value in a sequential order. Due to this being a diffusion process, the
modification of one pixel should affect neighbouring pixels and depending on how strong the diffusion
property is, the whole image may have been affected. Based on pre-determined rules, this process is
repeated for N number of times. During this process, each time N increments by 1, the keys held in the
chaotic maps its parameters will changed. A different key is generated each time, generated by a round
key generator.17
The image below, Figure 1.1, diagrammatically shows the architecture of chaotic image cryptosystems18:
Figure 1.1
Iteration Time

Plain Image

Chaotic Map

Diffusion Function

Confusion Key

Diffusion Key

Cipher Image

Communication Theory of Secrecy Systems. (2001). 1st ed. [ebook] C. E. SHANNON. Available at:
http://netlab.cs.ucla.edu/wiki/files/shannon1949.pdf [Accessed 14 Sep. 2015].
15 Fractalfoundation.org, (2013). What is Chaos Theory? : FractalFoundation.org. [online] Available at:
http://fractalfoundation.org/resources/what-is-chaos-theory/ [Accessed 18 Jan. 2016].
16 A Fast Image Encryption Scheme based on Chaotic Standard Map. (2006). 1st ed. [ebook] Kowloon Tong: City
University of Hong Kong. Available at: http://arxiv.org/ftp/cs/papers/0609/0609158.pdf [Accessed 12 Sep. 2015].
17 ibid
18 ibid
14
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2.3 Double Random Phase

Various Colour Image Encryption techniques use Double random phase encoding (DRPE).
DRPE is a favourable encryption technique due to its easy implementation and can be applied to a wide
range of image formats. The origin of DRPE traced back with Ph. Refergier and B. Javidi. The DRPE
technique involves a transforming an image into a 2-dimensional array (2D array), which is an array or
arrays.19 It takes the stream of bits of the image and is stored in the higher bits in the 2D array, along
with specified assigned lower bits. Transforming it into a 2D array makes it an appropriate image form,
which enables it to the encoded with the DRPE technique. This could be a grayscale image. 20 This 2D
array is then encoded using the DRPE technique. The DRPE technique involves the use of two random
phase keys. These are inserted into the 2D array and this encodes it into a complex valued image. This
can then be hidden.21 In order to decrypt the image, the 2D array needs to be retrieved and decoded
using the DRPE technique. Decoding the 2D array gives to the original image.

3. Compression
Compression of data is the encoding of information using fewer bits than the original
representation, resulting in a smaller overall file size. There are two compression types: lossy and
lossless compression. Lossy compression identifies and removes unnecessary information, leading to a
reduction of image quality. Lossless compression identifies and removes redundancy from the data,
without compensating with a lower quality image.22 The three compression algorithms being explored
here are: Lempel–Ziv–Welch (LZW), Shannon-Fano coding and Huffman coding.
3.1 LZ77 and LZ78
Created by Abraham Lempel and Jacob, the Lempel-Ziv (LZ77/LZ78) algorithm23 is a type of
lossless data compression that derived from the Lempel-Ziv-Welch (LZW) algorithm. The LZW
algorithm involves searching for matches between two sets of data, one set of data being the data to be

Processing.org, (2008). Two-Dimensional Arrays Processing.org. [online] Available at:
https://processing.org/tutorials/2darray/ [Accessed 21 Jan. 2016].
20 Ayman Alfalou, Ali Mansour, (2009). A new double random phase encryption scheme to multiplex and
simultaneous encode multiple images. Applied optics, Optical Society of America, 48 (31), pp.5933-5947. [Accessed
12 Sep. 2015].
21 Anon, (2015). [online] Available at: http://iopscience.iop.org/article/10.1088/2040-8978/16/2/025402/meta
[Accessed 21 Jan. 2016].
22 Mahoney, M. (2012). Data Compression Explained. [online] Mattmahoney.net. Available at:
http://mattmahoney.net/dc/dce.html [Accessed 15 Jan. 2016].
23 25.
Study of LZ77 and LZ78 Data Compression Techniques. (2015). 3rd ed. [ebook] Suman M. Choudhary, Anjali
S. Patel, Sonal J. Parmar. Available at: http://www.ijesit.com/Volume%204/Issue%203/IJESIT201503_06.pdf
[Accessed 13 Sep. 2015].
19
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compressed and the other being a data structure called a dictionary. It attempts to find a match between
the two sets of data and if successful, will substitute a reference to the position it stopped at called a
matching point.
The LZ77 uses a sliding window protocol

24

during the compression process. The sliding

window protocol feature is used between the sender and the receiver. It involves assigning each packet
of data a unique number in a consecutive sequence (1, 2, 3, 4, 5 .etc.) and a set of these numbers
corresponds to the frames it is allowed to send. These frames are maintained and kept in a sending
window. The receiving window maintains and keeps the frames it can accept. Thus, there is a fixedsized sequence. Duplicate packets during the process are discarded and broken/missing ones are
replaced. The deletion and replacement of data are the sole factors in achieving compression in the
LZ77 algorithm.
Both the encoder and decoder of the LZ77 are important in successfully achieving a lossless
data compression. The encoder must find matches between the data by keeping the uncompressed data.
If it finds a match, it creates a reference to the matching data. The decoder needs to interpret the matches
referenced and needs to keep the data in order to do this.
The pseudo code below is a representation of the LZ77 algorithm:
start
fill view from input
while (view is not empty)
find longest prefix p of view starting in coded part
Set i = position of p in window
Set j = length of p
Set x = first char after p in view
Output (i, j, k)
Add j+1 chars
End
End

The LZ78 algorithm25 is a later and slightly modified version of the LZ77 algorithm. It achieves
lossless compression in a similar way but also discards duplicate data in reference with a dictionary
created based on the input. It does not use the same sliding window protocol technique as the LZ77
algorithm. Each character from the input searched for by the dictionary, in order to find a match. If there
is a repeated character in the input, it will use the same reference as the other character.

Sliding Window Protocols. (2011). 1st ed. [ebook] Available at:
http://authors.phptr.com/tanenbaumcn4/samples/section03_04.pdf [Accessed 13 Sep. 2015].
25 Study of LZ77 and LZ78 Data Compression Techniques. (2015). 3rd ed. [ebook] Suman M. Choudhary, Anjali S.
Patel, Sonal J. Parmar. Available at: http://www.ijesit.com/Volume%204/Issue%203/IJESIT201503_06.pdf
[Accessed 13 Sep. 2015].
24
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3.2 Shannon-Fano coding
Created by Claude Shannon and Robert Fano, the Shannon-Fano coding26 technique involves
arranging symbols and continually dividing these into different groups, until each group only contains
one symbol. The final result is a created binary tree.
It firstly calculates the probabilities of the number of times each symbol will occur. From this, it then
sorts the symbols in a list in order from most likely of occurring to least likely to occurring (ordered
from left to right). The list is then split into two separate groups. The two groups will be split to have
as close as probabilities to each other as possible. The two groups are then assigned binary values of 1
and 0. From the two groups, both are split into smaller sub groups. This is a recursive process that
continues until there is only 1 symbol in each group. Each symbol is a corresponding leaf on a binary
tree.27
3.3 Huffman coding
Created by David Huffman in 1952, Huffman coding28 is a modified version of the ShannonFano coding algorithm. In terms of binary trees, Shannon-Fano coding creates a tree starting at the root,
and ending at the leaves. The Huffman algorithm starts at the leaves and ends at the root of the tree. It
also uses a priority queue, which is an abstract data type that has the same principles as a queue,
following the FIFO principle (first in first out), except with added priorities to each element.
Firstly, each symbol assigned to a leaf node and added to a priority queue. The priority values are
calculated by their probability of occurring. The lowest probability will be given the highest priority
and the highest probability will be given the lowest priority.
In this queue, two nodes with the lowest probability at removed from the priority queue. Using these
two nodes, their probabilities are added together, giving a new probability (e.g. Probability A). A new
node is created and will have probability A. It then adds this newly created node to the priority queue.
This process repeats while there is at least two nodes in the priority queue. When there is only 1 node
left, that node will be assigned as the root of the tree. The tree is then complete. 29

Cs.stanford.edu, (2000). Lossless Data Compression: Shannon-Fano. [online] Available at:
http://cs.stanford.edu/people/eroberts/courses/soco/projects/data-compression/lossless/shannonfano/index.htm
[Accessed 17 Jan. 2016].
27 Stringology.org, (2015). Data Compression - Shannon-Fano coding. [online] Available at:
http://www.stringology.org/DataCompression/sf/index_en.html [Accessed 19 Jan. 2016].
28 Cprogramming.com, (2011). Huffman Encoding Compression Algorithm Tutorial - Cprogramming.com. [online]
Available at: http://www.cprogramming.com/tutorial/computersciencetheory/huffman.html [Accessed 14 Sep.
2015].
29 ibid
26
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4. Data Analysis
The following pieces of data have been collected from testing the various encryption and
compression algorithms in different orders and combinations. All data recorded will be analysed and
compared with other combinations. The sample data used is an image file named, “SampleImage.bmp”,
that can be viewed in the Appendix30. The data transfer times was calculated using an online tool.31
4.1 Hypothesis
I predict that the investigation will show that performing compression before encryption
will result in a bigger reduction in file size and this will ultimately lead to a faster transmission time.
Encrypting the data before compression will mean that there will be irrelevant information kept within
the encrypted data. Performing compression afterwards mean that the irrelevant information within the
data will not be deleted. It will still be able to compress the data but it will not be as effective as
compressing the data before encrypting it.
4.2 Encryption followed by Compression
The codes used in the following tests can be seen in the Appendix.32 The table of results
below compare the size redundancy and data transmission times when different encryption algorithms
are followed by various compression algorithms. The data transfer rate was 1MB/s.
Original
Data Size
(KB)
3907.00
3907.00
3907.00
3907.00
3907.00
3907.00
3907.00
3907.00
3907.00

1.
Encryption

2. Compression

LZ77
Shannon-Fano
Huffman
LZ77

New Data Data
Size (KB) Redundancy
(KB)
2898.32
1008.68
2998.23
908.77
3013.65
893.35
3129.13
777.87

Total
Transmission
Time (seconds)
2.830
2.928
2.943
3.056

DSA
DSA
DSA
Chaotic
Image
Chaotic
Image
Chaotic
Image
DRP
DRP
DRP

Shannon-Fano

3110.03

796.97

3.037

Huffman

3095.82

811.18

3.023

LZ77
Shannon-Fano
Huffman

3312.57
3409.70
3427.81

594.43
497.30
479.19

3.325
3.329
3.347

Appendix I, Figure 1.2
Calctool.org, (2008). CalcTool: Data transfer time calculator. [online] Available at:
http://www.calctool.org/CALC/prof/computing/transfer_time [Accessed 19 Jan. 2016].
32 Appendix I, Figure 2, Figure 3, Figure 4
30
31
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The first combination DSA and LZ77 gives a data reduction of 1008.68KB, resulting in a
transmission time of 2.830 seconds. Comparing it all the algorithm combinations beginning with DSA,
it is clearly shown that following the DSA algorithm with LZ77 gives the shortest data transfer time out
of the three possible. The LZ77 algorithm assigns each packet of data with a unique number,
incrementing by one consecutively, and attempts to find duplicate packets of data. If the program can
find duplicated data, it will delete them, which leads to a smaller new data size. Unnecessary data is
deleted from the file. The DSA encryption method generates private and public keys, not actually
modifying the data contents. This means the LZ77 algorithm can be used effectively to be able to
compress the file efficiently. In addition to this, all DSA encryptions followed by compression methods
gave the shortest data transmission time because the compression process is not affected by the
encryption process. From this, it can be said that they are independent from each other.
The next combination Chaotic Image Encryption and LZ77 gives a data reduction of
777.87KB, resulting in a transmission time of 3.056 seconds. The CFOP method here uses chaotic
confusion and pixel diffusion to successfully encrypt an image. This technique changes the contents of
the data and thus, will affect the compression process occurring afterwards. This can be supported with
the different combinations following the Chaotic Image Encryption, in which all of these are made up
to give the longest data transfer times, regardless of which compression method follows after. However,
the shortest transfer between the three was 3.023 seconds, completed with the Huffman compression
algorithm. This algorithm compresses data by creating binary trees and calculating the probability of
the frequency count (likeliness of that particular data occurring). Therefore, algorithms like LZ77 delete
duplicated data, which might be necessary and thus not keeping the data’s’ integrity (especially when
executed after encryption), resulting in the longest transfer time between the three with 3.037 seconds.
The Shannon-Fano algorithm follows the same principles as the Huffman algorithm, as the Huffman
algorithm is a derivation of the Shannon-Fano algorithm, meaning that the Shannon-Fano algorithm
resulted in a similar and slightly less efficient compression process, being 0.014 seconds slower.
DRP and LZ77 were tested next, giving a reduction size of 594.43KB and ultimately
resulting in a transmission time of 3.325 seconds. In comparison to all the data sets, those with DRP
encryption performing first gives the longest transfer times regardless of which compression algorithm
comes after. Comparing the three compression algorithms that follow DRP, the LZ77 compression
algorithm gives the largest redundancy in data out of the three. Even though it is inefficient in attempting
to compression such a file, it is still able to find unnecessary data to delete and thus, is able to perform
a more efficient compression process than the Shannon-Fano and Huffman algorithms. Both these
algorithms use similar techniques are mentioned previously. This again leads to similar compression
rates. However, both of these algorithms were unable to reduce the size of the file as efficiently as the
LZ77 algorithm due to the frequency count being inefficiently calculated.
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4.3 Compression followed by Encryption
The codes used in the following tests can be seen in the Appendix.33 The table of results
below show the same sets of data like the previous table, with exception of the compression being
applied before the encryption algorithms.
Original
Data Size
(KB)
3907
3907
3907
3907
3907
3907
3907
3907
3907

1.
Encryption

2. Compression

DSA
Chaotic Image
DRP
DSA

New Data Data
Size (KB) Redundancy
(KB)
2397.78
1509.22
2401.01
1505.99
2422.87
1484.13
2354.12
1552.88

Total
Transmission
Time (seconds)
2.342
2.345
2.366
2.299

LZ77
LZ77
LZ77
ShannonFano
ShannonFano
ShannonFano
Huffman
Huffman
Huffman

Chaotic Image

2391.54

1515.46

2.335

DRP

2372.62

1534.38

2.317

DSA
Chaotic Image
DRP

2299.49
2312.12
2300.03

1607.51
1594.88
1606.97

2.246
2.258
2.246

The first combination LZ77 and DSA gives a data reduction of 1509.22KB, resulting in a
transmission time of 2.342 seconds. The algorithm combinations beginning with LZ77 shows that
between the three, there are not major differences regarding the new data size and transmission times.
However, according to the data, the DSA encryption method gives the most effective compression,
leading to the shortest transmission time between them. DSA produces private and public generation
keys and thus, does not increase the size of file by much. Encryption algorithms such as Chaotic Image,
which had a transmission time of 2.345seconds and a data reduction of 1505.99KB, and DRP which
has a 1484.13KB size reduction and a transfer time of 2.366 seconds, both involve making changes to
the data, which leads to a larger increase in file size. Even though this is true, the difference in size is
almost minimal.
The next combination Shannon-Fano and DSA showed a 1552.88KB size reduction and a
data transfer time of 2.299 seconds. Again, the different encryption algorithms that followed a ShannonFano compression resulted in similar data redundancies and transmission times. The chaotic image
encryption that followed had a data redundancy of 1515.46KB and a data transmission time of 2.335
seconds. Similarly, the DRP algorithm gave a 1534.38KB reduction size and a transfer time of 2.317
seconds. The reasons given in the previous paragraph also apply to this situation, even if the
compression algorithm applied beforehand was different. Due to the Shannon-Fano algorithm being
33

Appendix I, Figure 2, Figure 3, Figure 4

EXAMPLE ESSAY – Received 30 points = A grade

11

applied instead of the LZ77 algorithm, it resulted in a slightly more efficient compression process,
which can be seen in the data above.
The combination of the Huffman algorithm and DSA were tested next. This resulted in a
data redundancy value of 1607.51KB and a total transmission time of 2.246 seconds. The algorithms
Chaotic Image and DRP were also tested alongside the Huffman algorithm occurring prior to the
encryption. Chaotic Image gave a size reduction value of 1594.88KB which lead to a data transfer time
of 2.258 seconds. In comparison, the DRP algorithm had a 1606.97KB reduction size and a data
transmission time of 2.246 seconds. The same trend again follows, showing minimal differences
between each data set.

5. Conclusion
As analysed from the data collected, it can be said that the order in which the encryption
and compression processes are applied affect the data transmission times. Applying any encryption
algorithm before compression, results in a longer total transmission time. Performing encryption first
means that the data is modified and any duplicated and unnecessary data is hidden and kept. This means
that compression algorithms cannot find this unnecessary and duplicated data to delete, ultimately
reducing the data size and shortening the data transmission time. Therefore, compression should be
applied first in order to achieve the shortest total transmission time. However, the use of different
encryption and compression algorithms only lead to minimal changes to the transmission time, which
is backed up with the data collected.
Even though the decryption and uncompressing of the text file was not tested, it can be said
that depending on the order in which these two processes are executed, it may lead to a modification to
the files’ properties. If the data was first encrypted and then compressed, once transferred, it must be
uncompressed and then decrypted, in this order. Otherwise, the data contents will change and will no
longer be the same as the original file. If the data was firstly compressed and then encrypted, once
transferred, it must be decrypted and then uncompressed, in this order. Completing the decryption and
uncompressing process in the opposite order will again change the contents of the data and ultimately,
be different to the original file. Therefore, the order and combination of different encryption and
compression algorithms may affect the file’s content, changing the data properties.
In conclusion, the order in which encryption and compression is applied heavily affects the rate of data
transmission, but using different combinations of encryption and compression algorithms only bring
about minimal changes to the total transmission time. Compressing the data before encryption leads to
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a faster transmission time, supported by my data, which answers my research question: “To what extent
does the order of various encryption and compression algorithms affect data transmission times?”

6. Evaluation
The process of measuring the transmission times of data was effective, giving a clear set
of data. From the data, it was clear which order of compression and encryption is better, giving a faster
transmission time. However, the data was not decrypted and decompressed afterwards. Therefore, the
integrity of the data was not tested. However, it was clear that compressing data before encrypting it
gave a faster transmission time.
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8. Appendix I
Figure 1.2: “SampleImage.bmp”

Figure 2: Digital Signature Algorithm34 (Source code)
import
import
import
import

java.io.BufferedInputStream;
java.io.FileInputStream;
java.io.FileOutputStream;
java.security.KeyPair;

Java2s.com, (2015). Generate a DSA signature : Signature « Security « Java. [online] Available at:
http://www.java2s.com/Code/Java/Security/GenerateaDSAsignature.htm [Accessed 20 Jan. 2016].
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java.security.KeyPairGenerator;
java.security.PrivateKey;
java.security.PublicKey;
java.security.SecureRandom;
java.security.Signature;

public class DSA {
public static void main(String[] args) {
if (args.length != 1)
{
System.out.println("Usage: GenSig nameOfFileToSign");
}
else
{
try
{
KeyPairGenerator keyGen =
KeyPairGenerator.getInstance("DSA","SUN");
SecureRandom random =
SecureRandom.getInstance("SHA1PRNG","SUN");
keyGen.initialize(1024, random);
KeyPair pair = keyGen.generateKeyPair();
PrivateKey priv = pair.getPrivate();
PublicKey pub = pair.getPublic();
Signature dsa = Signature.getInstance("SHA1withDSA",
"SUN");
dsa.initSign(priv);
FileInputStream fis = new FileInputStream(args[0]);
BufferedInputStream bufin = new
BufferedInputStream(fis);
byte[] buffer = new byte[1024];
int len;
while (bufin.available() != 0)
{
len = bufin.read(buffer);
dsa.update(buffer, 0, len);
};
bufin.close();
byte[] realSig = dsa.sign();
FileOutputStream sigfos = new FileOutputStream("sig");
sigfos.write(realSig);
sigfos.close();
byte[] key = pub.getEncoded();
FileOutputStream keyfos = new
FileOutputStream("suepk");
keyfos.write(key);
keyfos.close();
}
catch (Exception e)
{
System.err.println("Caught exception " +
e.toString());
}
}
};
}
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Figure 3: Chaotic Image Encryption35 (Source code)
import
import
import
import
import
import
import
import
import
import

java.io.File;
java.io.FileInputStream;
java.io.FileOutputStream;
java.security.InvalidKeyException;
java.security.Key;
java.security.NoSuchAlgorithmException;
javax.crypto.Cipher;
javax.crypto.CipherInputStream;
javax.crypto.KeyGenerator;
javax.crypto.NoSuchPaddingException;

public class ChaoticImage {
public static void main(String[] args)
{
try
{
ChaoticImage.encryption();
}
catch(Exception e)
{
e.printStackTrace();
}
}
public static void encryption() throws NoSuchAlgorithmException,
NoSuchPaddingException, InvalidKeyException
{
try
{
Cipher cipher = Cipher.getInstance("AES");
KeyGenerator keygen = KeyGenerator.getInstance("AES");
Key key = keygen.generateKey();
cipher.init(Cipher.ENCRYPT_MODE,key);
CipherInputStream in = new CipherInputStream(new
FileInputStream(new File("Destination of file")), cipher);
FileOutputStream out =new FileOutputStream(new
File("Destination of file"));
int i;
while((i = in.read())!= -1)
{
out.write(i);
}
cipher.init(Cipher.DECRYPT_MODE,key);
CipherInputStream ciptt=new CipherInputStream(new
FileInputStream(new File("D:\\ji.jpg")), cipher);
FileOutputStream fop=new FileOutputStream(new
File("D:\\kj.jpg"));
int j;
while((j=ciptt.read())!=-1)
{
fop.write(j);
}
}
catch(Exception e)
{
e.printStackTrace();
}
Ruchiram4.blogspot.co.uk, (2008). Ruchira's Blog: Encrypt and Decrypt Images Using Java. [online] Available at:
http://ruchiram4.blogspot.co.uk/2009/04/encrypt-and-decrypt-images-using-java.html [Accessed 22 Jan. 2016].
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}
}

Figure 4: Double Random Phase (Diagram) 36

Figure 5: LZ78 Algorithm37 (Source code)
import java.io.*;
import java.util.HashMap;
import java.util.Vector;
public class LZ78 {
static long index = 0;
static byte addressLength = -1;
static long buffer;
static byte bufferLength = 0;
static Vector<Phrase> phraseStream = new Vector<Phrase>();
static BufferedReader reader;
static BufferedWriter writer;
static BufferedWriter logWriter;
static String inPath = "/Users/akashnil/Test_Files/ControlPanel.java";
static String outPath = "/Users/akashnil/Test_Files/ControlPanel.comp";
static String logPath = "/Users/akashnil/Test_Files/log";
public static void main(String args[]) {
try
{
reader = new BufferedReader(new FileReader(inPath));
writer = new BufferedWriter(new FileWriter(outPath));
Ayman Alfalou, Ali Mansour, (2009). A new double random phase encryption scheme to multiplex and
simultaneous encode multiple images. Applied optics, Optical Society of America, 48 (31), pp.5933-5947. [Accessed
12 Sep. 2015].
37 People.csail.mit.edu, (2012). A simple online adaptation of Lempel Ziv compression with efficient random access
support. [online] Available at: http://people.csail.mit.edu/ronitt/CODE/LZ78RandomAccess/ [Accessed 18 Jan.
2016].
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logWriter = new BufferedWriter(new FileWriter(logPath));
encode();
reader.close();
writer.close();
logWriter.close();
}
catch (IOException e)
{
e.printStackTrace();
}
}
static class Phrase {
long code;
Phrase parent;
byte append;
HashMap children = new HashMap();
Phrase()
{
init(null, 0);
}
Phrase(Phrase phrase, int read) throws IOException
{
init(phrase, read);
parent.children.put(new Byte(append),this);
write(); debug();
}
void init(Phrase phrase, int read)
{
phraseStream.add(this);
code = index;
if(((index-1) & (index-2)) == 0)
{
addressLength++;
index++;
}
parent = phrase;
append = (byte) read;
}
void write() throws IOException {
buffer += parent.code<<bufferLength;
bufferLength+=addressLength;
while(bufferLength >= 8)
{
writer.write((int)(buffer%256));
buffer>>=8;
bufferLength-=8;
}
buffer += ((int)append)<<bufferLength;
writer.write((int)(buffer%256));
buffer>>=8;
}
void debug() throws IOException
{
logWriter.write(String.valueOf(code) + "\t" +
String.valueOf(addressLength) + "\t" +
String.valueOf(parent.code) + "\t" +
String.valueOf(append) + "\t");
Phrase curPhrase = this;
String str = "";
while(curPhrase != null)
{
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if(curPhrase.append == '\n')
{
str = "~" + str;
}
else if(curPhrase.append == '\t')
{
str = "=" + str;
}
else if(curPhrase.append == ' ')
{
str = "_" + str;
}
else
{
str = String.valueOf((char)curPhrase.append) + str;
}
curPhrase = curPhrase.parent;
}
logWriter.write(str);
logWriter.newLine();
}
}
static void encode() throws IOException {
Phrase root = new Phrase();
int read = 0;
Phrase curPhrase = root;
while(true)
{
read = reader.read();
if(read == -1)
{
if(curPhrase != root)
{
new Phrase(curPhrase.parent, curPhrase.append);
writer.write((int)buffer);
return;
}
if(curPhrase.children.containsKey(new Byte((byte)read)))
{
curPhrase = (Phrase) curPhrase.children.get(new
Byte((byte)read));
}
}
else
{
new Phrase(curPhrase, read);
curPhrase = root;
}
}
}
}

Figure 6: Shannon-Fano coding Algorithm38 (Source code)
import
import
import
import

java.util.ArrayList;
java.util.HashMap;
java.util.Iterator;
java.util.LinkedHashMap;

Gist, (2016). ShannonFano.java. [online] Available at: https://gist.github.com/kyktommy/4962183#fileshannonfano-java [Accessed 18 Jan. 2016].
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import java.util.List;
import java.util.Map;
public class ShannonFano {
public HashMap compress(HashMap freq) {
HashMap<Character, String> result = new HashMap<Character, String>();
List<Character> charList = new ArrayList<Character>();
Iterator entries = freq.entrySet().iterator();
while(entries.hasNext())
{
Map.Entry<Character, Integer> entry =
(Map.Entry)entries.next();
charList.add(entry.getKey());
}
addBit(result, charList, true);
return result;
}
private void addBit(HashMap<Character, String> result,
List<Character> charList, boolean up) {
String bit = "";
if(!result.isEmpty())
{
bit = (up) ? "0" : "1";
}
for( Character c : charList )
{
String s = (result.get(c) == null) ? "" : result.get(c);
result.put(c, s + bit);
}
if( charList.size() >= 2 )
{
int separator =
(int)Math.floor((float)charList.size()/2.0);
List<Character> upList = charList.subList(0, separator);
addBit(result, upList, true);
List<Character> downList = charList.subList(separator,
charList.size());
addBit(result, downList, false);
}
}
}

Figure 7: Huffman coding Algorithm39 (Source code)
public class Huffman {
private static final int R = 256;
private Huffman() { }
private static class Node implements Comparable<Node> {
private final char ch;
private final int freq;
private final Node left, right;
Node(char ch, int freq, Node left, Node right)
{
this.ch
= ch;
this.freq = freq;
this.left = left;
Algs4.cs.princeton.edu, (2014). Data Compression. [online] Available at:
http://algs4.cs.princeton.edu/55compression/ [Accessed 18 Jan. 2016].
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this.right = right;
}
private boolean isLeaf()
{
assert ((left == null) && (right == null)) || ((left != null)
&& (right != null));
return (left == null) && (right == null);
}
public int compareTo(Node that)
{
return this.freq - that.freq;
}
}
public static void compress() {
String s = BinaryStdIn.readString();
char[] input = s.toCharArray();
int[] freq = new int[R];
for (int i = 0; i < input.length; i++)
{
freq[input[i]]++;
}
Node root = buildTrie(freq);
String[] st = new String[R];
buildCode(st, root, "");
writeTrie(root);
BinaryStdOut.write(input.length);
for (int i = 0; i < input.length; i++)
{
String code = st[input[i]];
for (int j = 0; j < code.length(); j++)
{
if (code.charAt(j) == '0')
{
BinaryStdOut.write(false);
}
else if (code.charAt(j) == '1')
{
BinaryStdOut.write(true);
}
else
{
throw new IllegalStateException("Illegal state");
}
}
}
BinaryStdOut.close();
}
private static Node buildTrie(int[] freq) {
MinPQ<Node> pq = new MinPQ<Node>();
for (char i = 0; i < R; i++)
{
if (freq[i] > 0)
}
pq.insert(new Node(i, freq[i], null, null));
if (pq.size() == 1)
{
if (freq['\0'] == 0)
{
pq.insert(new Node('\0', 0, null, null));
}
else
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{
pq.insert(new Node('\1', 0, null, null));
}
}
while (pq.size() > 1)
{
Node left = pq.delMin();
Node right = pq.delMin();
Node parent = new Node('\0', left.freq + right.freq, left,
right);
pq.insert(parent);
}
return pq.delMin();
}
private static void writeTrie(Node x) {
if (x.isLeaf())
{
BinaryStdOut.write(true);
BinaryStdOut.write(x.ch, 8);
return;
}
BinaryStdOut.write(false);
writeTrie(x.left);
writeTrie(x.right);
}
private static void buildCode(String[] st, Node x, String s) {
if (!x.isLeaf())
{
buildCode(st, x.left, s + '0');
buildCode(st, x.right, s + '1');
}
else
{
st[x.ch] = s;
}
}
public static void expand() {
Node root = readTrie();
int length = BinaryStdIn.readInt();
for (int i = 0; i < length; i++)
{
Node x = root;
while (!x.isLeaf())
{
boolean bit = BinaryStdIn.readBoolean();
if (bit) x = x.right;
else
x = x.left;
}
BinaryStdOut.write(x.ch, 8);
}
BinaryStdOut.close();
}
private static Node readTrie() {
boolean isLeaf = BinaryStdIn.readBoolean();
if (isLeaf)
{
return new Node(BinaryStdIn.readChar(), -1, null, null);
}

22

EXAMPLE ESSAY – Received 30 points = A grade
else
{
return new Node('\0', -1, readTrie(), readTrie());
}
}
public static void main(String[] args)
{
if
(args[0].equals("-")) compress();
else if (args[0].equals("+")) expand();
else throw new IllegalArgumentException("Illegal command line
argument");
}
}
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